Vendor Selection

Contract Initiated

e-Railsafe
Program

Prior to any new or existing
contractor working at or regularly
visiting any railroad facility the
contractor shall register with the
e-Railsafe program.

High Frequency
High Risk

High Frequency
Low Risk

Evaluation Process
Does work involve
frequent access to railroad
property?

Is work around or will employees
have access to sensitive
information,
hazardous materials, or critical
infrastructure?

IF Yes - compliance with access
control policy required

Low Frequency
High Risk

Low Frequency
Low Risk

Sub-contractors are required to be
escorted by Qualified Contract
Employees with a Photo Identification
Badge, escorted by a Railroad
Employee or Complete the e-Railsafe
Program and Obtain a Photo
Identification Badge.

EXCEPTION TO CONTROLLED
ACCESS POLICY
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